27 June 2016
A sends:
This is a guide to nanes in the tor-internal IRC |og about hiring an ex-Cl A

agent (http://pastebin.coni WAngkWB) . More details on many of these people can
be found at https://wwvtorproject.org/about/corepeople. htm.en

asn: George Kadi anaki s

at agar: Dam an Johnson

at hena: Andrea Shepard
DaveCl: David Chasteen
gamanbel : Moritz Bartl
helix: Erinn Cark

i oerror: Jacob Appel baum
infinityO: Ximn Luo

isis: Isis Agora Lovecruft
Julius23: Julius Mttenzwei
Lunar”: Lunar

m keperry: M ke Perry

nr phs: N nma Fat em

puffin: Karen Reilly
Phoul : Colin Childs

gbi : Jens Kubi ezi el

Runa: Runa Sandvi k
sekritarma: Roger Dingl edine
sysrgb: Matt Finkel
weasel : Peter Pal frader
yawni ng: Yawni ng

Downl oaded 26 June 2016 09: 01AM EST
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i nfoliberationfront, Aug 29th, 2015

This is an IRC log from#tor-internal - our water cooler irc channel. It was
made on Novenber 10th, 2014. | have created this | og because it is absolutely
essential that everyone on tor-internal @see the internal live chat related to

the recent tor-internal @mailing thread.

Pl ease be considerate with this log file - it is probably not a good idea to
leak it to anyone but transparency for this is absolutely essential. W're
headed for sonme soul searching as a result of the recent nessaging thread and
this is probably going to be an invol ved process.

Here is the log file:

19: 29 < sekritarma> i amgoing to invite david chasteen in here shortly. he's
going to send mail to the tor-internal |ist explaining lots of things. then
everybody here can discuss with himif they want.

19:36 < puffin_> we have a Kickstarter account

19:37 -1- puffin_ is now known as puffin



20:18 < nrphs> speaking of which, how do we get an offical Google and Dropbox
account ?

20:19 < nmrphs> we need thse accounts for gettor

20: 19 < sekritarma> what needs to be official about it? the nane? an enai
address it's associated w th?

20: 20 < nrphs> maybe the email. | could nmake one, using ny @po email. but we
shoul d enabl e 2f actor

20:21 < nmrphs> 1 could also get a burner and do that

20: 21 < nrphs> but thought I'd ask first

20: 22 < nrphs> peopl e woul dn;t get to see the actual account, but it's

i nportant to keep them safe.

20: 22 < nrphs> we're shipping binaries after al

20: 24 < gamanbel > i created a gettormail @nail once

20: 25 < gamanbel > to use gmail SMIP to be able to send larger mails to gnai
reci pients

20: 25 -1- DaveCl [ ~ubuntu@c2-54-164-45-151. conput e- 1. amazonaws. conj has j oi ned
#tor-interna

20: 25 < DaveCl> Hol a.

20:25 < puffin> nrphs: | can sign up for a burner phone if you would |ike
20: 25 < gbi > hi ho DaveCl

20:28 < nmrphs> puffin: that'd be hel pfu

20:46 < nrphs> "1 was never involved in or aware of

20: 46 < nrphs> operations agai nst US persons”

20: 46 < nrphs> what about non-us persons in this conmunity?

20: 46 < nrphs> DaveCl: *

20: 47 < DaveCl> nrphs: "I was never involved in or aware of operations agai nst
NGCs and/or journalists or activists, American or otherw se.

20:48 < DaveCl> Tor is an NGO as is every organization | think you' d include in
"this community." So no.

20:49 < DaveCl> Not to nmy know edge.

20:59 -!1- Yawni ng [ ~yawni ng@O001bef 1. user.oftc.net] has joined #tor-interna
21:02 < puffin> nrphs: Is an old Nokia OK, or do you have a burner phone

al r eady?

21:04 < nmrphs> puffin: | dont have one. but wait, things are getting a bit

wei rd these days. | need to rethink ny opsec.

21:04 < nmrphs> pls keep this on hold

21:04 < puffin> ok

21:06 < nrphs> we're going to ship binaries, and we like it or not, nost people

dont check sigs. | want to make sure we can keep these accounts as secure as
possi bl e.

21:10 -!'- In5 [~linus@0O0017a4c. user.oftc.net] has quit [Ping tinmeout: 480
seconds]

21:11 -!- StrangeCharm [ ~StrangeCh@00170a3. user.oftc. net] has quit [Ping

ti meout: 480 seconds]

21:12 < gamanbel > DaveCl: i read your statenents as honest, and it is a very
brave nove. thank you for that. incredible. i do however share the scepticism

in regard to whether this can end well for tor (and you)

21:12 < gamanbel > good | uck

21:14 < DaveCl> gamanbel: Thanks. | appreciate it. You and ne both. | really
wish it hadn't worked out this way with the HS thing. Timng is terrible.

21:14 < gamanbel > i hear you do an excellent job, and based on that i can
understand the hope and belief that you will help make tor better. i share that
hope. i just don't see how this can possibly work. but you are the person who
has t hought about this the nost.

21:16 < gamanbel > this is the first tine i feel the i mediate need to share and
discuss it, but i don't have any tor people around ne and i don't want to take



-internal stuff out in the open. this time, it is really hard not to just share
this with the people in ny room.. ugh

21:16 < DaveCl> Yeah. | nmean, we want to be as transparent as possible as soon
as possible. | think Boingboing is a great way to break it since they get Tor
and | trust them

21:17 < gamanbel > i hope this enbargo can be lifted rather sooner than |ater
but it will turn into hell

21:17 < helix> 1 think it was incredibly selfish of you to join tor know ng
this would utterly fuck us PR-w se

21:17 < gamanbel > i understand the tinme constraints, but to keep this 'secret
for that long is quite a burden for all of us

21:17 < helix> it's nice you want to do nice things, but the anmount of trust
you're going to destroy is unbelievable

21:17 < helix> if you care about tor you should have stayed away

21:17 < gamanbel > especially those that have the freedomto |live transparently
21:18 < athena> seconded: are you *out of your fucking m nd*? have you seen the
nmont hs-1 ong harassnent canpai gn from pando, including an *actual fucking

rapi st* ?

21:18 < gamanbel > i've never had to keep a secret inny life, and i really
didn't want to start that now : (

21:20 < puffin>1In terns of skills we need, soneone who can teach us sone

t hi ngs about physical security would be nice if one of the pando peopl e deci des
to show up

21:22 < Yawning> puffin: errr, |I'mnot seeing that

21:22 < Yawni ng> have themrenoved fromthe event, it's private proerty

21:23 < Yawning> is there nore to it than that? (am| being naive here?)
21:23 -1- StrangeCharm [ ~StrangeCh@O00170a3. user.oftc. net] has joi ned #tor-

i nternal

21:25 < nrphs> honestly | feel betrayed for reading that 3 letter word.

21:25 < nmrphs> 1 cant even stop thinking about all the terrible things.

21:26 < puffin> would you rather have the governnent exclusively staffed by
peopl e who don't care about human rights?

21:26 < puffin> who is supposed to watch the watchers and rai se objections?
21:27 < nmrphs> 1 would rather have ny famly (and nyself) alive, at first

pl ace, tbh.

21:27 < Runa> DaveCl: hm | read your "I will go public with this regardl ess"-
statenment as you not taking tor's interests into account. | got the inpression
fromyour first email you wanted to coordinate with Tor and publish when
everyone's on the sane page, not the other way around.

21:27 < DaveCl> (Was witing emails, back)

21:29 < DaveCl> Runa: | totally want to coordinate with Tor and publish when
everyone's on the sane page. But the option is being floated to tell ne to go
away and sever conection as nuch as possible.

21:29 < DaveCl> Whi ch woul d nean not coordi nating a public statenent.

21:29 * helix hugs nrphs

21:29 < Runa> DaveCl: | think you need to be a bit patient and let the news
sink in with everyone.

21:30 < Runa> DaveCl: if you nove forward w thout being on the same page as the
rest of the organization, you will only make things even worse.

21:30 < DaveCl> And, of course, I'mgoing to be accused of having been (the
worst ever?) illegal penetration of a US NGO | plan on still having a career
so I"'mgoing to have to defend nyself. 1'd rather do it WTH Tor. :-(

21:30 < DaveCl> Runa: | totally agree.

21: 30 < DaveCl> 100%

21:30 < DaveCl> And |I'm not going anywhere unless I'mtold to.

21:30 < DaveCl> But that option was floated this norning.

21:30 < DaveCl> 1 don't think it's a good one.



21:30 < helix> | think it's the best one
21: 31 < DaveCl> helix: Under st ood.

21:31 < Runa> DaveCl: |I'mcurious, how do you picture an ex-ClIAwithin the Tor
Proj ect as being good for Tor's public inmge?

21:32 < DaveCl> Runa: Well, so there are nultiple audi ences that Tor needs to
tal k to.

21:32 < DaveCl> You guys are nost famliar with the activists who run the nodes
and use the software and... activate.

21:32 < DaveCl> |'mnost familiar with the bureaucrats who debate whether or
not to keep paying the bills at Tor

21:33 < DaveCl> And I"mnost famliar with their decisionmaki ng process as to
whet her they shoul d keep doing that. Ignorant people are all "oh, but then we
won't be able to still do the job of securing the country.™
21:33 < DaveCl> I'min an unusally authoritative position to say,
bul I shit."

21:33 < Runa> I'mconcerned we are going to |lose a lot of public support

21:36 < Yawning> Wthout a well qualified PMsonmone that can talk to funders or
people fromthe Man that can make our lives increasingly difficult, is there
going to be sonething for the public to support?

21:37 < Runa> Yawni ng: yes, | think so, Tor can do a lot better with
fundraising and getting help fromthe conmunity than what it has attenpted to
do so far.

21:38 < helix> god, is project managenent really so inportant that we're
willing to ruin our reputation?

21: 38 < Runa> what helix said

um

21:38 < helix> can't believe the responses | am seeing

21:38 < puffin> we are skating on *very* thin ice with current funders
21:38 < puffin> who talk to the foundation people - it's a small world
21:39 < DaveCl> helix: | definitely don't want to ruin Tor's reputation. But

what | ooks worse: we hired this guy who defected fromthe intelligence
community to support net freedom let's see how he is, or "Tor was secretly
penetrated by the CIA and then tried to hide it."

21:39 < puffin> we have needed a PMfor years

21:39 < helix> how bout "we accidentally hired an ex-Cl A guy and fired him as
soon as we found out"

21:39 < helix> that woul d have been the ideal story

21:40 < puffin>1 have to go - there are sone fundraising threads out there
21:40 < Yawning> puffin: g

21:41 < Yawni ng> DaveCl: just to clarify sonething, will you have anythi ng that
resenbles git push access to code?

21:43 < Runa> Yawni ng: an upsi de of open source, | guess?

21: 44 < DaveCl> Yawni ng: Not a coder

21: 44 < DaveCl> Just a PM so no need.

21:44 < Yawni ng> DaveCl: right, that's what | thought

21:46 < DaveCl> helix: That can still be the story. But there's al so, and

don't want to be a dick about this, but sone of the anti-vet comments |'ve
heard and anti-vet hiring policies that people have been advocating nmake it
sound |like "we accidentally hired a vet and fired himas soon as we found out™
and that doesn't feel very good. O very |egal

21: 47 < Runa> not to be a dick, but "we hired sonmeone who we realized woul d not
be a good fit for this community"

21:47 < helix> well put, Runa

21:49 < DaveCl> Runa: That's a conpletely legitimte reason and I'll defer to
it. But I would submt that you can't decide whether I'ma good fit for this
communi ty based on ny resunme any nore than you can based on ny skin col or or
race or gender.

21:49 < helix> uh



21:50 < Runa> | disagree conpletely.
21:50 < helix> 1 would equally feel super confortable stating ex-npbssad is not
a good fit for this commnity

21:50 < helix> that doesn't nmake nme an anti-senite

21:50 < helix> so please stop inmplying these kinds of things

21:51 < joerror> hi

21:51 < ioerror>1 just saw this emni

21:51 < DaveCl> Not saying these things are equitable. But the mechanismis the

same. The reason raci sm bl ocks understanding is the idea that you can take an
entire group of "those people" and understand them as objects rather than
persons.

21:52 -1- Julius23 [~Julius_MaAlQ.AAB34Q tor-irc.dnsbl.oftc.net] has joined
#tor-interna

21:53 < helix> yes, it is very unkind of nme to other spies

21:53 < DaveCl> What woul d have happened if WKkil eaks said "we can't trust
Snowden! He's NSAI" Wul d that have been good for net freedon?

21:53 < heli x> we know what snowden did

21:53 < DaveCl> I'mglad they didn't do t hat.

21: 53 < DaveCl> Valid.

21:54 < DaveCl> |1'd like it to be possible for intelligence conmunity people to
conme help net freedno with having to permanently nove to Moscow.

21:54 < DaveCl> I'mgonig to ask for perm ssion to say nore about what | did.
21:54 < Runa> there are a lot of ways to help net freedom joining tor may not
necessarily be the best idea though

21:54 < DaveCl> |'I|l be as broad as | can be in the Boingboing article and
we'll see what they let nme do.

21:55 < Runa> I'd like to echo isis' concern that there's a press strategy on
your end in place while we're just hearing all of this.

21:55 < DaveCl> Runa: True. But this is what was avail able to ne.

21:55 < DaveCl> Runa: The press strategy was forned with Karen and Roger as |
was tal king to them about this.

21:55 < DaveCl> | would have put out this email on day one, but wanted to get
Roger's coord

21:56 < ioerror>this is a prank,right?

21:56 < Runa> in the past, these things have been coordinated with the core
conmuni ty

21:56 < ioerror> weren't you working at the start departnent according to

kar en/

21:56 < Runa> draft posts have been flaoted by -interna
21:56 < helix> he lied

21:56 < Runa> ioerror: yep, now we know that was a cover
21:57 < ioerror> wow, karen's vetting is pretty solid here
21:57 < Yawni ng> ..

21:57 < jioerror> ..

21:57 < Yawning> "has to lie or he ends up in jail"

21:57 < ioerror> so, did you bring any docs DaveCl?

21:58 < DaveCl> ioerror: | didn't have access to anything whistlebl ower-worthy.
Thankfully. | think Ed was brave as fuck

21:58 < DaveCl> | don't know that | would have been able to blowup nmy life
like that. | wasn't in that position

21:58 < ioerror> Didn't you fight in the irag war?

21:58 < DaveCl> | did.

21:58 < ioerror> that entire war was a war crine according to international |aw
- so any photos or evidence woul d count

21:58 < DaveCl>

http://ww. sptines. conf 2004/ 09/ 11/ Fl ori di an/ War _stories__fromtho. shtm



21:58 < ioerror> i know some people in europe that would be happy to help you
prosecute runsfeld and ot hers

21:58 < ioerror> especially bush

21:59 < ioerror>i'"mnot quite done with the email here but at hal fway through
I"mpretty nmuch glad ny spook radar is spot on

21:59 < DaveCl> ioerror: If you really think that would be a useful strategy,
then by all neans, let's chat.

21:59 < helix> ioerror: word

21:59 * nmrphs is trying not to have a heart attack

21:59 * Runa waits for ioerror's emai

22:00 < nrphs> I'"meven afraid to ask questions

22:01 < isis> mphs: if you have questions, it'll nore than likely help all of
us if you ask them

22:01 < isis> nrphs: you could have perspective or concerns that the rest of us
are | acking

22:02 < ioerror> DaveCl: how do we know that you actually quit the C A?

22:03 < ioerror>i mean, given that you used departnent of state as a cover,
how do we know that you're not doing the same with Tor and actually working for
the Cl A?

22:03 < DaveCl> ioerror: Good question

22:03 < ioerror> Gther than, | suppose, the obvious of having said that you wor
kfor the CI A which nakes nme wonder if you really work for D A or another
angency

22:03 < DaveCl> ioerror: I THINK they' Il actually confirmit now.

22:04 < ioerror> yes, well, | expect the CIAto tell us you've left, if you
ahve or if you haven't - whatever serves them best

22:04 < nmrphs> working on internet freedom mght send you to prison in iran
for along time. being affiliated with cia, gets you and your famly tortured
and nurdered before getting a chance to answer any questions.

22:04 < nmrphs> |I'm sure DaveCl knows all about that.

22:04 < DaveCl> ioerror: Publication Review Board will review the Boi ngboi ng

article I'mwiting with Xeni.

22:04 < Runa> you should wite it with tor instead

22:04 < ioerror> DaveCl: the CIAlies to the anerican public

22:04 < Runa> that's how we do things.

22:04 < DaveCl> ioerror: They wouldn't allow nme to |ie about ny CA

affiliation.

22:04 < helix> can't believe xeni knew before the tor devel opers

22:04 < Runa> yeah, wth.

22:04 < ioerror>if the cia puts people under cover, they do everything to keep
it

22:04 < DaveCl> Runa: Sorry about that. :-(

22:05 < ioerror>i know, | have nost of the cia manuals to train under cover
travel: rule nunber one - never bl ow your cover story

22:05 < helix> boklm right on (re mail)

22:05 < ioerror> so, the cia won't blow it

22:05 < DaveCl> Runa: the email was with Roger, but Xeni eni was there and
saw andopportunity. | trust her not to release it before we're ready.

22:05 < ioerror> so, there is a horrible irony here

22:05 < ioerror> i know xeni well

22:05 < Runa> DaveCl: will -internal be ablet o review before it goes public?
22:05 < ioerror>i trust she will do right by this

22:05 < DaveCl> ioerror: Using Tor as a cover like this would be super
illigeal

22:06 < DaveCl> House and Senate oversight would [ose their shit.

22:06 < DaveCl> TH s is high profile. That would be really really stupid.
22:06 < DaveCl> Runa: Yes.



22:06 < DaveCl> Runa: That's ny plan

22:07 < Runa> I"'mnot sure you are aware of how we usually do bl og posts and
such, but it's pretty much always a coordinated effort than -internal gets to
review before it goes public.

22:07 < ioerror> You nean |ike, XKEYSCORE, the drone proggramthat kills
anerican kids in yenmen, the irag war, FAIRVIEW (NSA donestic spying with AT&T
as a partner) or any other secret US spy progran?

22:07 < ioerror>1 mean, | can't really take this seriously, | feel like |I am
being troll ed

22:08 < ioerror> VWat did you do in the ClA?

22:08 < DaveCl> Runa: | haven't shown anything to anyone. |'m just coordinating
the idea with Xeni. Haven't shared any content yet. |I'Il coord with -interna
before I do.

22:08 < ioerror> \Were were you depl oyed?

22:08 < ioerror> \Wat clearances did you hol d?

22:08 < ioerror> Have you ever killed soneone?

22: 08 < nrphs> AMAA

22:09 < isis> unm

22:09 < ioerror> Have you ever participated in torture or drone prograns?
22:09 < ioerror> (this question list is awful)

22:09 < DaveCl> ioerror: 1. Can't say yet, but I'Il try to get permssion for
nore detail.

22:09 < ioerror> (not answering is also awful)

22:09 < ioerror> Did you ever work doing infiltration of groups?

22:09 < DaveCl> 2. Can't say. :-(

22:09 -!- aagbsn [ ~aagbsn@00184b5. user.oftc.net] has quit [Renote host cl osed
t he connecti on]

22:09 < ioerror> Did you work in counter intel?

22: 09 < DaveCl> 4. TS/ SC

22:09 -!- aagbsn [ ~aagbsn@00184b5. user.oftc.net] has joined #tor-interna
22:10 < DaveCl> 5. THat is an incredibly rude question to ask a vet, but no.
Not directly.

22:10 < DaveCl> 6. | never participated in torture. That's illegal and I would
have told the entire fucknig universe if anyone ever asked ne to.

22:11 < Runa> what does 'not directly' mean?

22:11 < DaveCl> Runa: | was a soldier. In the invasion of Iraq.

22:11 < Runa> mhm

22:11 * nrphs thinks about killing with drones

22:12 < isis> Runa: i.e. have you ever indirectly killed soneone via flushing
shit down the toilet in the USwith potable water? we all do things to kil
indirectly, it would be exceptionally difficult to make any accurate guarantee
to the converse

22:12 < ioerror> isis: yeah, that is bullshit

22:13 < isis> gandi fucking killed a million people indirectly

22:13 < ioerror> isis: when you are part of an inperialist illegal war and
you're in the invasion force as a warrior, you do not get to claimit is like
flushing shit down the toilet

22:13 < ioerror>isis: irrelevant specul ation

22:14 < ioerror>isis: in any case, i'mhappy to see that ny friends in iraq
are an abstract concept to you

22:14 < isis> the deaths in iraq are by no neans abstract

22:14 < isis> the concept of "indirectly killing" is

22:14 < Yawning> | don't think I can sit in this conversation and remain civil.
22:14 < DaveCl> ioerror: | was opposed to the war in Iraq.

22:15 -1- Yawni ng [ ~yawni ng@O001bef 1. user.oftc.net] has left #tor-interna

[ Leavi ng]

22:15 < DaveCl> ioerror: | canme back and tried to stop it.



22:15 < DaveCl> ioerror: | did everything | could.

22:15 < ioerror> 1 shut down the city of san francisco to stop the war
22:15 < DaveCl> ioerror: It is the greatest shane of ny life that I
partici pated.

22:15 < joerror>1 think that we should not discuss this in detai

22:15 < DaveCl> ioerror: Did it? Stop the war?

22:16 < ioerror> later with wikileaks, i did help end the iraq war

22:16 < ioerror> and so, yes, we did as nmuch as anyone has done so

22:16 < DaveCl> |1 started an organization to help tell people the truth about
t he war.

22:16 < ioerror> we ended the protection for contractors and soldiers to be

i mmune from prosecution

22:16 < DaveCl>

http://ww. sptines. conf 2004/ 09/ 11/ Fl ori di an/ War _stories__fromtho. shtm

22:17 < sekritarma> in other news (and why i didn't wade into the email thread
i Mmediately), nmy little birdy tells ne silk road 2 was i ndeed opsec failure,
and the surroundi ng busts were because the silk road 2 guy named a whole | ot of
nanes when they started pressing on him

22:17 < DaveCl> And the, when | realized that inconpetence and politicization
at the C'Aled to that war, | went there and tried to keep it from happeni ng
again. :-(

22:18 < Julius23> sekritarma: oh, thats good news!

22:18 < sekritarma> ny little birdy didn't know anythi ng about the rel ay

sei zures

22:18 < DaveCl> ioerror: W all did what we could. Sonme of us have different
opportunities.

22:18 < DaveCl>

htt ps://ww. f acebook. coni davi d. chast eenl/ post s/ 10152701425166737

22:19 < isis>ioerror: please, we're all shocked and wondering what is the best
way to nove forward, please try - as nuch as you're angry - not to wantonly
attack DaveCl, but try to remain civil. causing a dramabonb on top of a
clusterfuck is probably not going to help.

22:19 < DaveCl> That's what | wote about 9/11 this year

22:19 < Julius23> H DaveCl!

22:19 < ioerror> isis: when you conpare the irag war to gandi (the domain

regi ster??!? | suspect you nmeant Mhandas Gandhi), | can't even believe you are
trying to do that.

22:20 < ioerror>isis: in any case, mnmy questions are not an attack, they are
gquestions directly related to ny interests related to Tor

22:20 < ioerror> If we have a Cl A person working at Tor, many of us will be put

i n danger
22:21 <isis>ny key is fucked up
22:21 < ioerror> As it stands now, | have been accused of being CIA and that is

very danger ous

22:21 < isis> h that one

22:21 < DaveCl> ioerror: Really? Like nore than already is the case?
22:21 < DaveCl> ioerror: Like, yeah. That.

22:21 < m keperry> sekritarma: not knowi ng about the relay seizures is

concerning.. It sounds like we still don't have the whole picture/story

22:21 < ioerror> Once, | was deported from Lebanon for being jew sh, which was
because htey said i was a spy for israel (false)

22:21 < ioerror> If we have a CI A person working with Tor, I won't get out of
that next time, | fear

22:22 < ioerror> And | barely did get ou tof that in 2009 (as Sebastian and
others may recall)
22:22 < ioerror>1 amstill banned for |ife from Lebanon



22:22 < DaveCl> ioerror: | identify. Com ng out of the closet neans that a | ot
of travel is for-real not safely available for me anynore.

22:22 < DaveCl> That's why people don't usually do it.

22:22 < DaveCl> It's seriously pretty dangerous.

22:22 < DaveCl> But | care enough about this to do it.

22:23 < ioerror> DaveCl: Wy was your first reaction to expressing sone
skepticismthat bringing US intelligence agents/cleared people on board m ght
not be so great for Tor's image... to effectively threaten to sue Tor for

di scri m nation agai nst vetrans?

22:23 < m keperry> also, | amconpletely unsure what to do about the DaveCl
thing. it seems like it will put a ot of our conmunity at risk and cause
fallout. | was excited to have a bridge to the State dept and gov't

bureaucrats, but this seens like the cost is too great. forgive nme if | appear
to otherwise ignore this, really not sure howto handle it

22:24 < ioerror> mkeperry: did you catch that he used State as a cover?
22:24 < m keperry> yes

22:24 < ioerror> mkeperry: ie: what do we know about bridge building there?
22:24 < mkeperry> and it also seens |like we're fucked both ways

22:24 < ioerror> mkeperry: it isn't clear that this is even useful to anyone
and that this, along with many other things is about to bring tor down

22:24 < mkeperry> the discrimnation thing seens bad by itself

22:25 < m keperry> yep

22:25 < ioerror>1 can't tell if you're kidding

22:25 < ioerror> W don't hire war crimnals, we don't discrimnate by not
hiring them

22:25 < DaveCl> ioerror: Sorry. |I've worked a |lot on diversity issues and
started an organi zation that is focused on conbatting veteran stereotypes and
di scrimnation, so |'m probably nore sensetive to it than nost.

22:25 < ioerror> W don't put our users in Iran at risk

22:25 < ioerror> If we hire a Cl A person, which we have done apparently, we
wi |l get people nurdered

22:25 < m keperry> right. | think that argunent is fair, and valid

22:26 < ioerror>this is the shit i have said for a | ong many of you have
denied that this was the game we were playing

22:26 < ioerror>I1"mreally at a | oss here.

22:26 < ioerror> DaveCl: Did you do Counter intel at ClA?

22:27 < DaveCl> ioerror: | don't think I amallowed to answer questions about
what | did or didn't do at CIA Sorry.

22:27 < gamanbel > m keperry: ioerror: looks like our servers were returned to
all three datacenters already. we're trying to get the boxes out for analysis.
22:27 < DaveCl> 1 really will push for nore detail in the Boingboing article
and see if it gets through the publication review

22:27 < gamanbel > it's a bit conplicated since that's agai nst conpany policy
(rental servers)

22:28 < m keperry> the other thing that is conflicting to me is that | really
do believe what he says about wanting to support net freedom and bridge that
di scussion with other agencies, and in effect is putting hinself in a rough
position just to do this..

22:28 < Runa> DaveCl: you should push for nore detail to -internal first.
22:28 < m keperry> but the optics will be so bad it doesn't seemto be worth it
22:28 < gamanbel > why don't we take the RBN nmoney for HS?

22:28 < ioerror> mkeperry: | think that i once warned you about becom ng the
nonster m ke
22:28 < ioerror> mkeperry: | feel like you did not even take ne seriously at

the tine



22:28 < DaveCl> Runa: Hmm Actually. That's exactly what | had in mnd, re: the
revi ew process.

22:28 < ioerror> mkeperry: It is very clear that we're at that line

22:29 < sekritarma> runa: i trust that dave will work with us to produce a

boi ngboing article that we help with. i"mnot worried there. the question is
how good that article can be for us.

22:29 < Runa> DaveCl: you seemto bring up boi ngboing before -internal, that's
all.

22:29 < nmrphs> DaveCl: do you understand that publishing such a thing can
actually cause a lot of serious trouble? | think | nade it pretty clear that ny
famly m ght get fucking nurdered

22:29 < DaveCl> Runa: So kind of wondering how that works (thinking through the
| ogical ramfications of the publicon review process re: revealing things)
22:29 < m keperry> we're in that line also in part because we need | ots of
people to find Tor valuable, including the CA

22:30 < DaveCl> Runa: Yeah, no. | wil | coord with -internal, then Xeni, then
back to -internal, then back to Xeni, the push the final version to CIA's PRB
for review

22:30 < m keperry> 1 nmade a very simlar call when Andrew nailed tor-interna
about his creepy plane flight with CIA agents next to him telling himhe
shoul d apply for | ARPA funding/ Cl A fundi ng

22:30 < DaveCl> Because they want the "right before publication" version

22:30 < ioerror> W do not need to hire a Cl A person who will do prepub review
with the Cl A before blogging for Cl A people to find Tor useful

22:30 < ioerror> mkeperry: "

22:30 < Runa> DaveCl: al so, soneone asked on the list why you didn't want until
you coul d disclose you were with the cia before joining tor

22:30 < DaveCl> BUt that's kind of funny because that neans revealing stuff
that m ght get REDACTED to your editors..

22:30 < ioerror> DaveCl: how does Tor benefit from having a bridge-of-
under st andi ng between Tor and the Cl A?

22:30 < m keperry> | have no doubt that the CIA would find Tor useful, and its
fundi ng woul d not conrprom se us, but as | said then, the optics would be so
bad that the et inprovenent to Tor from such fundi ng would not be worth the bad
PR

22:31 < ioerror> mkeperry: Fundi ng does conprom se us

22:31 < ioerror>1 amclear on that now

22:31 < ioerror> Tor is conprom sed

22:31 < m keperry> and | think this is sadly a case where that is also true

22:31 < ioerror> \Wen we are paid to work on a browser rather than anonynity

i nprovenents of Tor HS, we are co-opted

22:31 < ioerror> 1t is a faustian pact

22:32 < m keperry> our funding nodel is shit. that is conpromsing us. we're
run |like a consulting conmpany with little control or ability to respond to
changi ng ci rcunst ances

22:32 < ioerror> \Wen we set the road map and found funders to fund us, it was
di fferent

22:32 < ioerror> we haven't done that for a long tine

22:32 < ioerror> The noney has corrupted us

22:32 < m keperry> it's the type of contracts we get that is causing us nost of

this pain
22:32 < ioerror> And now, we're hoping for influence
22:32 < DaveCl> nrphs: | understand that. | sure as hell don't want to put

anyone at risk. But Tor telling this story is way better than if it gets
| eaked, which I think it will.

22:32 < ioerror> That is ny |ine.

22:32 < m keperry> we have no real freedomin our direction



22:33 < m keperry> and | think that would also be true if we got foundation
fundi ng as pay-per-deliverable instead of just open grants

22:33 < DaveCl> ioerror: Sorry, bridge-of-understanding? |I'm not sure what you
mean t here. Can you unpack?

22:34 < sekritarma> ioerror: when was it that we set the roadmap and found
funders to fund it? it is a great plan, but i think we never did that. we

al ways went wi th whoever we could find to fund sonething we wanted to do
22:34 < sekritarma> ioerror: and mke is right that our current fundi ng nodel
is one of our big problens

22:34 < ioerror> DaveCl: Could you tell ne about your feelings related to the
col l ateral nurder video?

22:34 < sekritarma> ioerror: and that's why i want so nuch to fill the press
manager, donations manager, project nanager spots well

22:35 < DaveCl> Runa: re: the not waiting until | could disclose. Didn't have
the financial resources to end one career and wait (unsure how long) to start
| ooking for other work. | tried to be as clear as possible with Roger what ny
situation was wi thout conmtting a felony. | obviously fail ed.

22:35 < ioerror> sekritarma: we did that |ong ago and yes, we have probl ens
with funding - let us discuss that in another thread

22:35 < ioerror> DaveCl: what do you bring to the table with eight years at the
a A?

22:35 < ioerror> DaveCl: that is ny question, what bridge of understanding, as
m keperry puts it, do you bring?

22:35 < ioerror> DaveCl: if you used State as a cover, what do you know about
state?

22:37 < ioerror> Did you ever work on surveillance prograns?

22:37 < ioerror> Did you ever deploy surveillance prograns relating to

bi onetrics?

22:37 < Runa> DaveCl: sekritarma didn't comunicate with the rest of the
community, but | guess he was not allowed to.

22:37 < ioerror> D d you read the snowden docunents? (ie: do you read classifed
docunents that are | eaked to the press)

22:38 < sekritarma> runa: hn?

22:38 < DaveCl> ioerror: Re: the collateral mnmurder, Yes. | saw the video. As |
told NNma, | was sad to say that | didn't see anything at all surprising.
heard talk |like that on a regular basis. And | saw fire mssions (air and
artillery) sent based on reports that were panicked and nonspecific and killed
civilians.

22:38 < DaveCl> W killed a lot of civilians.

22: 39 DaveCl> W tried to mnimze it. But that's what happens.

22:39 DaveCl> Nima said that nade himsad. It makes nme sad too.

22: 39 DaveCl> | haven't forgiven nyself for it. | don't plan to.

22:40 DaveCl> ioerror: | can't talk about any progranms that | worked on
(yet? | guess? Still figuring out how that's going to work. M ght be good to
get sonme ACLU | awers to help ne figure out howto do this and not go to jail.)
22:40 < DaveCl> ioerror: | can't talk about cover.

22:41 < nmrphs> DaveCl: (re: financial resources) dude really? Maybe it's just
me, but |I'mhaving a hard tine digest this... so you've decided not having a
pay check for a nmonth or two is nore inportant than lives of people.

22:42 < nmrphs> and you're also sad for taking |ives of people.

22:42 < joerror> ..

22:42 < DaveCl> nrphs: | nean, not to be the inclusion guy again, but check
your entitlenment. It's a big deal to end one a career and have no idea of how
you'll pay your bills, take care of your famly.

22:42 < nmrphs> 1 think imhaving a panic attack

22:43 < DaveCl> And, | nean, again. | was joining an organi zation started by a
NSA vet er an

<
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<



22:43 < DaveCl> THat's the part that's still really confusing to ne.

22:43 < ioerror> DaveCl: Roger's internship at the NSA is not the same kind of
vet eran who hel ped i nvade iragq

22:43 < DaveCl> How is it WORSE to have an organi zati on started by an NSA vet
who al so has a contractor who used to be C A

22:44 < ioerror> Al so, check your entitlement? are you kddi ng?

22:44 < ioerror> Are you aware that for mphs that his famly will be nurdered
iniran?

22:44 < ioerror> That isn't a joke

22:44 < ioerror> He has no passport

22:44 < ioerror> He has no ability to work

22: 44 < Runa> what the what?

22:44 < joerror> He is in exile

22:44 < DaveCl> ioerror: So, um renenber when | was tal king about how | heard

t hi ngs sonetimes that kind of sounded |ike anti-veteran discrimnation?

22:44 < DaveCl> ioerror: That's what |I'mtal ki ng about.

22:44 < ioerror> |'m agai nst war crines

22:44 < ioerror> That has nothing to do with being a veteran

22:44 < DaveCl> ioerror: So aml.

22:45 < ioerror> The iragq was was illega

22:45 < ioerror> the ClIA operates illegally in foreign countries

22:45 < joerror> As it stands now, we're all about to violate the US | aw about

agent identities

22:45 < ioerror> (thanks a | ot covert action magazi ne)

22:46 < ioerror> Furthernore if you're going to talk about discrimnation, 1'd
like to tal k about responsibility.

22:46 < ioerror> To tal k about these things is not discrimnation

22:46 < ioerror>to hold a view that is counter to your actions, which you
can't even tell us about anyway, is not discrimnnation

22:47 < ioerror> 1 have a lot of respect for Paul fromthe NRL and for many
peopl e who fought in many wars

22:47 < ioerror> 1 have very different politics than nost peopl e conprehend
22:47 < ioerror> My conpassion for nmrphs is unending

22:48 < Lunar”™> quick drop-by; it seens to be a terrible tinmng; got suicidal a
few days ago; nostly been avoi ding conputers since; and i'll continue to do so
until i feel standing on firner grounds

22:49 < joerror> Lunar”: <3

22:50 < ioerror> DaveCl: Please do el aborate on your feelings of being
persecuted and di scrim nated agai nst as fromwhere | stand, | understand what
the Cl A does better than anyone el se here, except you

22:50 < Lunar”™> i wish you all strength and whatever's needed to keep the boat
af | oat

22:50 * isis disappears to go hang out in magickal crypto-inplenentation code-
review land until the dust fromthe dramabonb settles to nore productive
conversation

22:50 < asn> Lunar”: tor world has been quite crazy lately :) stay inreal life
for now and be well :)

22:50 < ioerror>1 have friends who have been tortured, one friend had a friend
who was droned to death

22:50 < Runa> Lunar”™: let me know if there's anything I/we can do to hel p.
22:51 < ioerror> so super happy to hear how our politics mgh tbe

di scrim nation

22:51 < mkeperry> asn: if you'd like a distraction, | just replied to Aaron on
tor-dev in the HS thread

22:51 * helix hugs Lunar”

22:51 * ioerror hugs Lunar?

22:51 < isis> Lunar”: ? feel well



22:51 < sherief> Lunar”: Don't worry about any work rel ated issues.

22:51 < mkeperry> asn: | amusing that as ny distraction fromthe dramabonb as
wel |, currently

22:51 < asn> m keperry: :)

22:51 < m keperry> we can chat in #tor-dev if you want

22:51 < ioerror> mkeperry and isis - by not participating in this, 1'd like to
rem nd you that you're actually part of the problemw th tor's hiring process
22:51 < DaveCl> ioerror: I'"'mas entitled as the next guy. I'mnot going to

starve if this doesn't work out. But the things you're saying create an
actively hostile work environnment for veterans. Or veterans who served in Iraq

(whi ch, given the deploynment rate, is effectively all veterans). |I'mnot going
to not call out discrimnation when | see it.

22:52 < mkeperry> ioerror: | feel like right now you re kind of on a witch
hunt. | also don't think obsessing over this right nowis healthy. |I need sone

space to think

22:52 < joerror> DaveCl: The ClIA creates a hostile work environnent for our
users and now, apparently, Tor itself

22:52 < DaveCl> ioerror: And if the consensus is that the best thing for Tor is
for me to go, then I'"'mgoing to bowto that.

22:53 < ioerror> mkeperry: yeah, a witch hunt - i specifically asked if dave
was the guy that nmade the killing joke (eg: assange) and karen said NO he did
not - she lied to us all and dave just corrected the record (credit to dave
here!)

22:53 < DaveCl> But | know the difference between consensus and one person
talking a |ot.

22:53 < gamanbel > Lunar”: *hugs* if you need a place to escape |let ne know and
i"ll figure sonmething out. you're always welconme to stay with ne and ny (non-
tech) girlfriend for how | ong you want in our guest room

22:54 < ioerror> DaveCl: You think that mphs is talking a ot or that i'mthe
only one speaki ng?

22:54 < sekritarma> speaking of veterans, i'mpretty sure i'mnot an nsa vet.
nobody's ever told nme i was. i was a tenporary three-nonth enpl oyee, and got no
further benefits or anything fromit.

22:54 < isis>ioerror: i made ny input in the politest manner i could nuster. i

recei ved feedback and other input, which i now need to calmy think about and
process before continuing the discussion.

22:54 < DaveCl> ioerror: | explained in the email that | explicitly did NOT
tell that joke. BUt told you that it bothered nme that soneone ELSE di d.

22:54 < isis> ioerror: also, unlike you, sone of us *actually maintain

sof tware* and enjoying clearing our mnds through coding

22:54 < Lunar”> gamanbel : i have people handling the situation really well
around ne, that's also howi can stay offline

22:55 < DaveCl> |'msaying that a statistical distribution curve of discussion
woul d have a | arge spike at "ioerrer”.

22:55 < sekritarma> lunar”: let us know if we can do anything to hel p!

22:55 < gamanbel > ok good

22:55 < ioerror> isis: nicesnipe, call me when 30m peopl e ues your software for
every network up

22:55 < gamanbel > et ne know if and when you need anyt hing Lunar”®

22:55 < sekritarma> ok everybody please stop making it all personal

22:55 < gamanbel > even if it's nmerely sone noney to get that off your mnd
22:56 < ioerror>isis: in any case, ny questions are valid, even if you think
that it is "drama" to ask for clarity

22:56 < ioerror> isis: and also, thanks for letting me know what you really
thi nk, only when the cia shows up :)

22:56 -1- In5 [~linus@0O0017a4c. user.oftc.net] has joined #tor-interna

22:56 < isis>i'll be in #tor-dev until the dust settles



22:56 -!- Lunar” [~l unar @ul pe. poivron.org] has quit [Quit: Coyote finally
caught ne]

22:57 < ioerror> DaveCl: i'm bothered by a few key things here

22:57 < ioerror> DaveCl: one is that we now have a fallout that is hugely
probl ematic for people |ike nrphs (and others still)

22:57 < DaveCl> ioerror: Agreed. That bothers ne too. That's a big argunent in
favor of nme going away.

22:57 < ioerror> DaveCl: the other is an issue of trust, which is to say,
trusting anything said

22:58 < DaveCl> ioerror: THough I don't think that that risk is mtigated by ne
goi ng away. | think ne going away | ooks spooky, like Tor is hiding sonething.
22:58 < DaveCl> ioerror: That's valid. | don't expect trust. Anytinme soon
22:58 < ioerror> DaveCl: the other other issue is this veiled threat about

di scrimnation, which frankly serves not hi ng

22:58 < DaveCl> ioerror: |'m new

22:58 < ioerror> the other other other issue is this pre-pub review and bei ng
cl eared, being gagged and so on

22:58 < ioerror>i'"mnot allowed to sign google' s NDA

22:58 < DaveCl> ioerror: You think calling out discrimnation is a threat?
Count on nore threats, then. Because |'mgoing to keep doing that.

22:59 < ioerror> needless to say, the CIA has an NDA that is nore serious
22:59 < DaveCl> Right. Now, of course, I'mthe only person bound by said NDA
22:59 < DaveCl> Legally, I"mpretty sure everyone here could go say whatever
they want tomorrow with no | egal consequences.

22:59 < DaveCl> In US | aw.

22:59 < DaveCl> (other than ne)

22:59 < ioerror> And the other other other other issue is of course public
perception far beyond the bodies of nrphs and his fam |y, which may not happen
but isn't hel ping himright now

22:59 < DaveCl> Not a great idea for Tor

22:59 < ioerror>1In US |law, we cannot disclose your nanme

23: 00 < DaveCl> Ah. Not true.

23: 00 < DaveCl> |'m not under cover.

23:00 < ioerror>the intelligence identities protection act nmakes it a crine to
di scl ose your nanme as a Cl A agent

23:00 < DaveCl> Look at that, you just found a test for whether I'm undercover.
23:00 < ioerror> Even after you are done working for the CIA

23:00 < DaveCl> You'd be prosecuted if | was.

23: 00 < DaveCl> I F | was undercover. |'m not.

23:00 < ioerror> That isn't a bet | want to take, as you can i magi ne.
23:00 < DaveCl> 1 nean, |I'mpretty sure that's true. I"'mnot a | awer
23: 00 < DaveCl> (AcLU probably knowsn)

23:01 < ioerror> Yes, |'ve asked.

23:01 < ioerror> 1 asked for unrelated reasons |ast year

23:01 < DaveCl> | see

23:01 < ioerror>1 was followed by FBI people under cover in berlin.
23:01 < ioerror>1 have their fingerprints.

23:01 < ioerror> If i disclose themand their nanmes, | would go to jail.
23:01 < ioerror> Even if they' re done now.

23:01 < ioerror> And not because of that job but because they're special for
life.

23:02 < DaveCl> Huh. That's surprising as FBlI is not an intelligence agency. O
course | defer to ACLU

23:02 < ioerror> So, this is a very very dangerous situation for many of us.
23:02 < ioerror>the FBI is law enforcenment and intelligence

23:02 < DaveCl> ioerror: Understood. I'mright there with you.



23:02 < ioerror> They often operate abroad, including in irag, as you probably
know.

23:03 < DaveCl> Well, I"'mnot a |lawer. Defer to ACLU, of course.

23:03 < DaveCl> Re trusting ne.

23:03 < DaveCl> |I'mnot asking for that.

23:03 < ioerror> Wll, we are supposed to trust you.

23:03 < ioerror> 1| understand you represented Tor on Friday at the FPF event.
23: 03 < DaveCl> Real | y? How?

23: 03 < DaveCl> "represented" neaning | was Karen's sidekick

23: 03 < DaveCl> And she introduced ne to people.

23:03 < ioerror> Thursday, Cl A Friday, Tor

23: 04 < DaveCl> Correct.

23:04 < ioerror> Did Karen know you worked for the ClA before or after that?
23:04 < DaveCl> | told her and Roger on the day | was authorized to do so.
23:04 < sekritarma> (oh good, we are back to fact-finding)

23: 04 < DaveCl> As soon as | saw them

23: 04 < DaveCl> (saw Karen first)

23:04 < helix> then he told xeni about it, instead of telling any of the 5 or

so tor people he saw this weekend in DC

23:04 < Runa> DaveCl: why didn't you tell nme at this event?

23:05 < ioerror> So, Karen knew first

23:05 < ioerror> So again Wiy would Tor want to hire a Cl A agent factoring in
t he consi der abl e downsi de

23:05 < DaveCl> Runa: Giffin asked what was up. | told her "let me tell Roger

first?, is that OK?" | would have told you the sane.

23:05 < DaveCl> ioerror: Karen knew on Friday. Long after the contract was

si gned.

23:06 < helix> we all saw you after you told roger

23: 06 < DaveCl> her should be him

23:06 < helix> but you told xeni instead

23:06 < Runa> | stood right next to you as you were having this discussion with
Xeni, 1 think?

23:06 < DaveCl> Yes. | wasn't hiding it fromyou.

23:06 < DaveCl> 1 had no intention of hiding it fromanyone. | wanted that
letter to go out inmediately.

23:06 < DaveCl> But there were delays. :-(

23:06 < Runa> but you didn't tell me directly either

23:07 < DaveCl> | wanted everyone to know at once, with the email

23: 07 < Runa> but you told Karen and Roger

23: 07 < DaveCl> Yes. Wanted themto review the email so I could send that day.
23:07 < sekritarma> to be fair, i wasn't really in a position to drop
everything and deal with it then. but then, i hadn't expected to need to be.

and i'ma bad bottl eneck for everything these days.

23:08 < Julius23> DaveCl: Just one question, why did you not quit your job,
waited until you could undisclose the old position, and then apply for a job at
tor? Esp, when knowi ng that is potentially a problenf

23:09 < nrphs> and makes ne wonder why the fuck karen didnt tell us anything
about it. we were right there!!

23: 09 < Runa> yep.

23:09 < helix> 1 think it's clear nobody really cared how we woul d feel about
it

23: 09 < Runa> word

23:09 < Runa> |' m di sappoi nt ed

23:10 < helix> I'mdisgusted

23:10 < ioerror> where is karen in this?

23:10 < nmrphs> and |'msorry karen, but I'd never ever trust you again.
23:10 < helix> karen knew before anyone el se



23:10 < nrphs> 1 was trying to help you however | could. but you betrayed ny
trust.

23:10 < nrphs> you betrayed ne worse than nmy enem es and stal kers.

23:10 < Runa> both DaveCl and puffin could have told us at the event on friday,
in person.

23:13 < DaveCl> Julius23: Already tal ked about that. WHat | did is the standard
procedure for folks leaving for the IT industry. You use the resune you're

all owed to use. You explain as much as you can your situation. People fromthe
intelligence community usually get it. | overestinmated Roger's "getting it".
That's on ne.

23:13 < Runa> DaveCl: how |l ong does it take to have your resune decl assified?
23:14 < nmrphs> 1 still cant understand how you could tell xeni and not us.
23:14 < nrphs> coul d soneone pl ease take ny nane down the tpo website, | dont
want to conmt to git

23:14 < DaveCl> nrphs: The email to tor-internal was with Roger for review
before I talked to Xeni

23:14 < nmrphs> |I'mal so revoki ng ny keys

23:14 < DaveCl> | thought it was on its way out.

23:14 < DaveCl> Sorry. :-(

23:15 < Runa> was the deal that roger would send it?

23:15 < weasel > interesting or-internal mail

23:15 < DaveCl> The deal was that Roger would reviewit and I would send

i medi at el y.

23:15 < helix> nrphs: I'lIl handle it for you, but can you please send ne a

si gned mai |

23:15 < helix> just for conpl eteness

23:15 < DaveCl> Like Jake, | trusted Xeni to be the right person to tell this
story.

23:15 -1- LeHoax [~LeHoax@2-170-233-160.ip.telfort.nl] has joined #tor-

i nternal

23:15 < sekritarma> nrphs: hang on a bit please

23:15 < DaveCl> K

23:15 < DaveCl> Tal ked to Roger and Nick

23:15 < DaveCl> It's pretty clear at this point that the consensus is that the
negati ves outwei gh the positives.

23:16 < DaveCl> For ne coming at this point.

23:16 < DaveCl> I'mreally sorry to have caused distress to Tor

23:16 < weasel > :(

23:16 < helix> bye

23:16 < DaveCl> And to have put folks in this situation

23:16 < DaveCl> W still need to nanage the story.

23:16 < DaveCl> I'mgonig to withdraw and go do sonething el se.

23:16 < Runa> you put tor in that situation

23:16 < helix> we, not you

23:17 < ioerror> we, indeed

23:17 < DaveCl> Runa: Sorry. | really didn't think that it would be a big dea

since Roger was NSA.

23:17 < sekritarma> well, we have a thing to manage, and dave does too, and
then some of it should be done together

23:17 < weasel > that was quite a short stay then

23:17 < Runa> DaveCl: for a few weeks way back when

23:17 < weasel> I'mnot in a state to properly judge things, but sorry to see
you go that soon

23:17 < nmrphs> sekritarma: |'msure you understand | cant risk the story coning
out .



23:17 < ioerror> dispite this nonsense by m keperry as being a witch hunt,
would really like to point out that this is a failure of tor as much as
anyt hi ng

23:17 < DaveCl> Runa: Yeah. Sorry.

23:17 < ioerror> also, i would really like to know the answers about being
gagged

23:17 < nmrphs> sekritarma: not only my own life, but so many other iranian
activist rely on ne.

23:18 < nrphs> sekritarma: |'mresponsible for their |lives too.

23:18 < ioerror> nrphs: what is the bst thing to do?

23:18 < DaveCl> I'mstill going to work with Xeni to tell the story so we can
be transparent. 1'll still run it by tor-internal

23:18 < DaveCl> W'Il do it together

23:18 < nmrphs> ioerror: | dont fucking know anynore.

23:18 < nmrphs> if a tor-cia story gets out

23:18 < nrphs> i mdone

23:18 < nrphs> for good

23:18 < ioerror>if only we knew soneone who could help us with iran, eh?
23:18 < ioerror> the f-ing irony

23:18 < sekritarma> nrphs: what would you think of a story about how a person
tried to do the right thing, but brought too nuch baggage fromthe intelligence
community, and how tor is trying to be many things for many people but this one
was too far, and we missed a great opportunity, maybe, but this was the snmarter
thing to do?

23:19 < nmrphs> fromtor and all other activities |I'minvol ved

23:19 < nmrphs> imso fucking shaking right now

23:19 < ioerror> DaveCl: if you go to xeni and publish it, it sure |ooks like
you're using tor for your own benefit

23:19 < ioerror> DaveCl: do you have any thoughts abou tthat?

23:19 < sekritarma> nrphs: the other version of the story is the sinpler
"person tries to beconme tor person, but msrepresents hinself, and tor backs
out"

23:19 < weasel > sekritarma: was it?

23:19 < DaveCl> ioerror: It 1S going to get |eaked ,1 have little doubt of

t hat .

23:20 < nrphs> sekritarma: only if iranian intelligence comunity and | RGC was
sane and rati onal

23:20 < DaveCl> ioerror: Is there sonmeone you trust nore than Xeni to tell the
story?

23:20 < sekritarma> weasel: was it a great opportunity? i'd like tolive in a
worl d where intel people can defect to free software conmunities. but i don't
think tor is strong enough right now to be the first.

23:20 < weasel > sekritarma: was it the smarter thing to do

23:20 < sekritarma> weasel: oh. well, read the thread i guess. please form your
own opi ni on.

23:20 < weasel > | just cane hone after a night out with friends.

23:20 < weasel > so inpaired judgenent and all

23:21 * helix would love to be drunk with weasel right now

23:21 < weasel > it seened like a great opportunity. having a hard tine judging
peopl e's reactions.

23:21 < sekritarma> weasel: if it is a great opportunity, it will still be a
great opportunity in a nmonth or two

23:21 < ioerror> DaveCl: yes, Julian Assange

23:21 < helix> 1'"d rather spend every free weekend fromnow until the position
is filled looking for a different PM

23:21 < ioerror> That said, there is no story



23:22 < nmrphs> sekritarma: iranian intelligence community has already started a
canpai gn agai nst tor, and they woul dnt hesitate personal attacks.
23:22 < weasel > everybody should be a tor person

23:22 < helix> please tell nme with whom | shoul d coordinate

23:22 < ioerror> W hired you under false pretenses, no?

23:22 < nmrphs> sekritarma: so many others rely on nme and ny opsec

23:22 < mrphs> imso fucking done

23:22 < weasel > helix: just stop by. there's beer in the fridge.

23:22 < helix> nrphs: :(

23:22 < ioerror> DaveCl: i'mhappy to arrange it with julian

23:22 < ioerror> DaveCl: | have himon the phone, ironically enough for another
reason

23:23 < DaveCl> ioerror: | know Xeni. | don't know Julian

23:23 < nmrphs> everything ive worked for during the past 6 years

23:23 < helix> hi julian o/

23:23 < ioerror> DaveCl: | know them both, | can coordinate, as you asked, who
el se - Julian Assange

23:23 < mrphs> would blow up with such a thing

23:23 < weasel > 1'd be curious to map the anti-Cl A attitude of US citizens vs.
non-US citi zi ens.

23:23 * nrphs goes afk

23:23 < weasel > the way it seens to me nowis that the US people are far nore
anti-Cl A than the non-US fol ks.

23: 24 < weasel > whi ch seens strange.

23:24 < helix> bc people assume we are CIA nore easily

23:24 < sekritarma> helix: yes. i think that right there is the crux of it.
23:24 < DaveCl> cQuys. | think we're done here. I'mtapping out. I'll coordinate
the blog post with tor-internal

23:24 < sekritarma> i'mnot at all worried about the actual reality of howit

woul d work. i amvery worried about the external inage thing.

23:24 < helix> sekritarma: yeah

23:24 < DaveCl> |I'll answer questions if anybody has them

23: 24 < DaveCl> oi ng forward.

23:25 < ioerror> DaveCl: I'msorry but are you going to take nme up on the
offer?

23:25 < ioerror>1 can't believe you asked and now you're not even taking it
seriously?

23:25 < weasel > . o0 "what's the single nost inprotant change we should do to

i mprove our opsec” )

23:25 * Phoul gives everyone a big hug.

23:25 < DaveCl> ioerror: |'m having troubl e understandi ng what Julian brings to
the table?

23:25 < ioerror> (julian is actually on the phone, should | ask hinf)

23:25 < ioerror> Julian is the person | trust nost in the world

23:25 < ioerror> He is the nost fanous journalist, after glenn

23: 25 < DaveCl> Wul d he sinultaneously publish the bl og post?

23:25 < DaveCl> |'m not | ooking for npost fanous.

23:26 < DaveCl> |I'mnot |ooking for fane. :-( | was | ooking to help Tor
23:26 < ioerror> that's fine but hey, if we're going to publish about the
future, I want to nmake sure we get it out in the right channe

23:26 < ioerror> boingboing is good but Wi has nore reach to the peopl e that
will be nurdered as a result of this news

23:26 < DaveCl> Do you not think that Xeni is the right channel ?

23:26 < ioerror>or not, if W tells it

23:27 < ioerror> Julian says he would be happy to help

23:27 < ioerror>1 didn't tell himany of the details.



23:27 < DaveCl> So, um you think that Xeni publishing it instead of W will
result in people being nurdered? You' re gonig to have to unpack that for nme a
bit.

23:27 < sekritarma> i also think fromour perspective it would be fine for
julian to do this, but fromdave's perspective that sure would be foolish of
him right?

23:27 < ioerror> So, if you want to publish, wikileaks is happy to coll aborate
with an ex-cia person conming out to the free world, ig uess

23:27 < mrphs> (if any of you can read farsi, or if google-translates hel p any:
isna.ir/fal/news/ 93060301910/ %9%85%8%B1%9%88%D8YB1 YOAYAFYD3YB1-
YDBYAAYDIYBBYDBYB1 - YDBYAT7 Y8 YA Y8 YB2 Y8 YA7 Y8 YB1 -

Y8 YACYDBYA7 YD YB3 %0 %88 %8 YB3YDBY8C )

23:27 < weasel > hugs to all of you,

23:28 < weasel > and good ni ght.

23:28 < DaveCl> ioerror: I"'mnot a |leaker. That's not the only way that 1C vets
can help freedom If | use Julian, that'll be the assunption. That's

probl emati c.

23:28 < DaveCl> It needs to be NORVAL for |1C people to come work for net
freedomand civil liberties.

23:28 < weasel > don't |ynch anyone and be nice to all.

23:28 * Phoul gives weasel another hug

23:28 < Phoul > Sl eep wel |

23:28 < asn> weasel : good ni ght you crazy rodent

23:28 < DaveCl> Not a catastrophic event that ruins the officer's life.

23:28 < nmrphs> the title says: "the footprint of intelligence conmunity in Tor
proj ect”

23: 28 < weasel > asn: weasels are *not* rodents!!11

23: 28 < weasel > el even

23:29 < asn> oh..

23:29 < DaveCl> Tapping out, guys. Wsh you all well.

23:29 < ioerror> DaveCl: WKkileaks isn't always about I|eaking, as you must be
awar e

23:29 < DaveCl> You'll see ny bl og post.

23:29 < DaveCl> Draft.

23:29 < weasel > (order carnivorra or somet hing)

23:29 < ioerror> DaveCl: that said, I'"'msorry to hear that you've taken this
pat h
23:29 < sekritarma> ok, dave's laptop is out of power. i'mgoing to wite a

followp to the mailing |ist.

23:29 < ioerror> wait, you're with hinf

23:29 < sekritarma> i think it is worthwhile to continue discussing this in the
context of a bondi ng experience.

23:29 < ioerror> what the fuck is going on?

23:30 < Runa> wtf

23:30 < helix> :

23:30 < sekritarma> yes, i amsitting in ballston sq since rachel is in town
for nsf.

23:30 < Runa> ... so you could have invited people in dc to talk

23:30 < Runa> not sure it would have nmade a difference on ny part, though
23:30 < ioerror>1"mlosing ny faith here.

23:30 < weasel > because people talk IRL?

23:30 < ioerror>1"mgoing to take the week off everyone

23:31 < ioerror> nrphs: if you need help, please tell ne

23:31 < ioerror> nrphs: if you need to get your famly our of iran, please tel
ne

23:31 < ioerror> nrphs: i will get themout with my own noney if you need it



23:34 < infinity0> DaveCl: didn't read through everything, so naybe soneone
al ready nentioned this. but if you want to do sonething good for net freedom
you can try different paths to build up trust. it will take a lot of tine to
"make up" for the fact that you worked for CIA for that |ong.

23:34 < infinity0> thanks for stepping down though. what will happen with the
nmedi a?

23:35 < sysrqgb> Lunar: <3 *hug* please let us know ifwe can do anything for you
23:35 < Runa> infinity0: afaik he's nmoving forward wi th the boi ngboi ng piece
23:35 < infinity0> what will that boi ngboing piece say?

23:35 < infinity0> i have about 5 nore screens to read, i can shut up for now
23:35 < sysrgb> nrphs: :( let us knowif there is *anything* we can do for you
23:36 < Runa> infinity0: I'mnot sure what the angle is, DaveCl says he wil |l

share it with tor-internal for review

23:36 < sysrqgb> nrphs: but please don't think karen betrayed you. i (want to)
believe it was a |lack of understanding the circunstances, and it wasn't
intention

23:37 < sysrgb> but... WFOWG

23:37 < ioerror> sysrgb: i feel betrayed here - i explicitly asked if DaveCl
was the guy who told ne the assange killing thing and she said no, absolutely
not, and that he said no - but now, he has said yes - so who to trust here?
23:37 < Runa> sysrgb: we were all at the sane event in DC on Friday, Karen
coul d have told us.

23:37 < ioerror> sysrgb: i nean, really, wow bad news puffin :(

23:37 < ioerror> and yeah, bondi ng experience

23:38 < sysrqgb> idk dude, idk

23:39 < helix> sysrqb: she sat right there with all of the tor people around
her in person and chose to keep his secret rather than tell us

23:39 < helix> who's her real comunity?

23:39 < helix> 1 also feel betrayed

23:40 < Runa> | stood next to himas he talked to xeni, and he didn't turn
around to include ne in the discussion and tell ne

23:42 < joerror> so, nrs. Lincoln how was the theater?

23:42 < joerror> ..

23:42 < sysrgb> obviously i don't know jack-shit about what happened there, but
| don't want us to fall apart because of it :-(

23:43 < asn> i feel a bit stronger tbh

23:43 < helix> asn: how so?

23:43 < Phoul > ~ this... and based on the various lies / half-truths he seens
to have told, it seenms he may be untrustworthy outside of the Cl A context.
23:43 < asn> at least i was rem nded that nost of tor is insane

23:44 < helix> insane how?

23:44 < asn> it was interesting to see so many people distressed at this.
23:44 < Runa> nore interesting to see who hasn't distressed

23:44 < helix> 1 felt the opposite

23:44 < helix> as Runa says

23:44 < sysrgb> but i don't know how to help mrphs and others who this has

serious inpact for

23:44 < helix> 1 can't tell if I am"so distressed" bc I'mno | onger paid by
tor and feel total freedomto speak ny m nd

23:44 < asn> (btw, i haven't read | RC backl og)

23:44 < sysrqgb> (sorry ioerror, i know |l already can't help you nuch :( )
23:45 < helix> or if people legitimately don't give a fuck

23:45 < asn> (neither the full thread)

23:46 < sekritarma> ok, sorry, was having a conversation with him now that's
over.

23:46 < sekritarma> i scheduled the trip to dc because i have a neeting on
wednesday for sponsorf



23:47 < sekritarma> and i cane early because rachel is here for an nsf thing
and i don't see her

23:47 < sekritarma> and then it was a nice coincidence that i could hel p dave
get oriented

23:47 < sekritarma> and then boom the phone call on friday

23:47 < sekritarma> and here we are.

23:47 < ioerror> so, uh, ClIA agent in tor

23:47 < sekritarma> hopefully it was a bondi ng experience here at |least. as
wel | as stressful.

23:47 < ioerror>i'mstarting to warmup to the idea if he can finally get
everyone in tor to realize the board we're playing on

23:48 < ioerror> just Kkidding!

23:48 < m keperry> asn: | amnot as distressed by the idea of a CIA pmas | am
by what the rest of the world will think. I think DaveCl coul d have done a
great job, but that regardl ess of how good a job he does, we're likely putting
Tor in jeapordy :/

23:48 < Runa> sone bondi ng experience that was.

23:48 < ioerror> thoughts going forward?

23:48 < Runa> open call for pmand include -internal in the process
23:48 < ioerror> sekritarma: any thoughts about your conversation?

23:48 < ioerror> sekritarma: we weren't there, so i guess i'll just ask - can
you share it or does it go to pre-pub review first? ;-)

23:49 < Runa> | can neither confirmnor deny

23:49 < atagar> I'min the mnority of said '"didn't distress'. Personally I
really hated seeing DaveCl raked over coals like this though it certainly does
seem unwi se to proceed with it. Partly because of the PR 'zong' issues and
partly because it's clear there's a sizable group who found this distressing.
Hat's off to DaveCl for backing out and I wish the best for him

23:49 < sysrgb> *big sigh*

23:50 < sekritarma> yes, i can share it. i tal ked about |ots of things.

23:50 < sysrgb> personally, i wish ex-1C could conme here and nake a rea
difference. otoh, it is literally suicide for Tor

23:50 < sekritarma> current plan is for himto wite up sonme bullet points and
share themw th us and we can help try to pick the direction of the boi ngboi ng
t hi ng.

23:51 < sekritarma> also it mght be best for himto wite one and us to wite
one. since there are sone things he can't say.

23:51 < sekritarma> really, our #1 priority here needs to be not getting any of
that cia snell on us

23:51 < sekritarma> given that we are where we are now

23:51 < sekritarma> sysrqgb: yeah. i want to live in a world where that can
happen. but i don't want us to be first.

23:51 < ioerror> sekritarma: why boi ngboi ng?

23:52 < ioerror> 1've already reached out to xen

23:52 < ioerror>1 want to make sure that we're not getting played by this guy
agai nst xeni

23:52 < sekritarma> i dunno. because he talked to xeni. we could totally make
it different. or not do that.

23:52 < joerror>1i trust xen

23:52 < joerror> Julian offered

23:52 < ioerror> W wll be happy to publish this story as an excl usive, non-

| eak

23:52 < sekritarma> you realize that dave can't go to julian wi thout getting
the | eaker snmell on him (sane as above)

23:52 < sysrgb> and how can we do this an not destroy iranian di ssidents?
23:52 < ioerror> happy to take that dea



23:53 < ioerror>if it saves nrphs's famly, |I'mhappy to |l et sone people get
the right idea

23:53 < sekritarma> i'msure you are. this guy doesn't want to do that. i can't
bl ame himfor not wanting to destroy his life. especially since he doesn't have
anyt hing that juicy.

23:53 < sekritarma> sinply "i disagree with sone of the things nmy governnent

di d"

23:53 < ioerror>i want to be clear about nrphs's concerns here

23:53 < ioerror> his concerns are not being addressed

23:53 < sekritarma> wouldn't it be cool if you can say that and not have it be
a | eak

23:53 < ioerror> and not dealing with themmay result in his famly being

mur der ed

23:53 < sekritarma> yeah. so, how do we deal with it?

23:54 < ioerror> publish it in a place that makes DaveCl take the fall before
m keperry

23:54 < ioerror> or nrphs

23:54 < ioerror> or any of us

23:54 < ioerror> and frane it as sonething other than a | eak

23:54 < Phoul > If its the two stories idea, do both stories need to be
publ i shed by the same person/group?

23:54 < iocerror>if julianis willing to help us, which seens possible, it is

good

23:54 < Phoul > (just a thought)

23:54 < ioerror>the alternate is this chat | og goes to w kil eaks

23:54 < ioerror> which i guess in this set of people is clearly going to happen
23:54 < ioerror>irony of irony, i suppose

23:55 < joerror> so, what is to be done indeed

23:55 < ioerror> 1 trust xeni and i trust julian

23:55 < sysrgb> do bot h?

23:56 < ioerror>1 do not think we should be giving DaveCl a bl og post, there
is no story yet

23:56 < ioerror> he stays = a story is born

23:56 < ioerror> he | eaves because we say no cia = a story is born

23:56 < sysrgb> nust be be excl usive?

23:56 < ioerror> what other stories?

23:56 < sysrqgb> nust it*

23:56 < sekritarma> oh, speaking of which. one of the last things we discussed

was not using his name in the story. he doesn't want to get fanous here.
23:56 < sysrgb> well, i think it's clear it'll be the latter story, now
23:56 < sekritarma> so you're right, there are a ot of options on howto
proceed from here.

23:57 < sekritarma> i guess the reason to plan here is that eventually
sonmebody's going to tal k about "that cia guy we already hired, whew, ha" and
then some journalist jerk is going to wite it up

23:57 < sekritarma> and we'd be in better shape positioning it ourselves with
our own timng

23:57 < sekritarma> hey, not at all speaking of which: jake, what do you think
about kate krauss as a press person?

23:57 < sysrqgb> very much so

23:57 -1- StrangeCharm [ ~StrangeCh@00170a3. user.oftc. net] has quit [Ping

ti meout: 480 seconds]

23:57 < sekritarma> (or others here too, i want to hear your opinion)

23:58 < sekritarma> whoops. s/already/alnost/. that's a big change to neaning,
sorry.

23:58 < ioerror> sekritarma: so, we did hire him
23:58 < ioerror> he said he signed the papers



23:58 < ioerror> karen, who knew he was ClI A, introduced himas tor

23:58 < ioerror> at that event, i was told by people, that we had hired a cia
guy

23:58 < ioerror> so, people knew and contacted ne

23:58 < sekritarma> he didn't hire him we signed a six-nonth contract with him
to deliver deliverables.

23:58 < ioerror> just fyi :(

23:59 < ioerror> ok, we have a cia contractor?

23:59 < sekritarma> we do yes.

23:59 < ioerror> that sounds worse as it sounds |ike the weakest defense
23:59 < sekritarma> we signed it when we thought he was a different person
23:59 < ioerror> it sounds like, tor hired cia to manage them

23:59 < ioerror>that is pretty funny

23:59 < sekritarma> yeah, i agree, this is bad. i'"mglad we all canme to this
concl usi on.

23:59 < ioerror> project nanager indeed :-)

23:59 < sysrqgb> as opposed to tor hired state to nmanage then?

00:00 < ioerror> yeah, state wouldn't be a lot better but at |east we can say
that we thought he worked in the human rights departnment of state

00: 00 < sekritarma> i have 7 mnutes of battery left; soin a bit there will be
a brief disappearance where i change | ocations.

00:00 < ioerror> turns out, that was just a cia cover story

00:00 < asn> fwiw, if this is the way to proceed, i can wite an open call blog
post tonorrow or so.
00: 00 < Julius23> at the nonent, the story is still managable: we hired

somebody who did not disclose it, after disclosing this he quit bc the
community did not agree ..

00: 00 < asn> for PMs, that is.

00: 00 < ioerror> asn: sounds good to wite that

00: 00 < Phoul > asn: Wiile imnot the best person to help there, feel free to
ask if you need anyt hi ng.

00: 00 < sekritarma> helix: actually, i'd like to take you up on the project
manager offer you nmade

00: 01 < asn> Phoul: i'malso not the best person, but |I'mnot sure how el se it
wi || happen :)

00: 01 < sekritarma> helix: as for who to coordinate with -- there is no answer
for that currently. this is crumy. i guess it's ne? because everything' s ne?
00: 01 < Phoul > asn: fair enough, imwilling to help with whatever is needed.
00: 01 < asn> yep

00: 01 < sekritarma> julius23: yep.

00: 02 < Julius23> having that on W. woul d deterioate the situation again.

00: 02 < sekritarma> julius23: and as a side note, he would actually have had

trouble maintaining his story. because we would have sent himto go neet with
our state dept contacts, and he can only bluff so far

00: 02 < Julius23> deteriorate

00: 02 < sysrgb> but the sooner we rel ease *sonet hi ng*, either boingboing orW,
or whereever, the better As Iong as we consi der nrphs issues)

00: 02 < helix> sekritarma: great

00:02 < ioerror>1 think having it on boingboing is seriously hilarious

00:02 < ioerror>i nmean, | |ove boi ngboing

00:02 < helix> sekritarma: | really do only have weekends for the nost part but
let's do it

00: 02 < helix> do we have a req anywhere?

00: 02 < sekritarma> yeah. i assunme boingboing is the plan sinply because xen
was there

00:02 < helix>1 will post it on the blog and begin tweeting
00:03 < ioerror>well, i think julian is here too



00:03 < helix> asn: let's work together on it?
00: 03 < asn> helix: yeah let's open a pad?
00: 03 < helix> do it \o/

00: 03 < ioerror> renmenber, wi kil eaks publishing has downsides for the Cl A AGENT
and not for nrphs

00:03 < ioerror> given that trade off, I'mall for W

00:03 < Julius23> if (and i'mnot sure if we should) we would publish

somet hing, we should do this on tor-blog

00: 03 < Julius23> not via indirect channels.

00: 03 < ioerror> hey speaking of which, if anyone here agrees, |eak the chat
log to julian? ;-) (I kid, | kid)

00:03 < helix> asn: if you wite things | will be able to contribute sonmewhat
during the week and nore substantially on weekends

00: 03 < sekritarma> helix: https://ww.torproject.org/about/jobs-
projectcoordinator.htm .en is the tenplate to start from we should try to nake
it better though with our experience at failure.

00:03 < helix> so for talking to candi dates etc

00: 04 < helix> thank you, sekritarm

00: 04 < sekritarma> helix: ha, you can add a "not undercover"” line to it (no
actual ly please don't )

00:04 < helix> )

00: 04 < ioerror> oh, please do

00: 04 < sekritarma> yeah. christ. that was a nmessy conversation on friday.
00:04 < sekritarma> i'mreally bad at firing people.

00: 04 < helix> 1 bet

00:04 < ioerror> please wite "you nust not have worked under cover as part of
| aw enforcenment or intel comunity, or overtly, frankly"

00: 04 < asn> helix: https://pad.riseup.net/p/87Mazw3Jsdf e_pm

00: 04 < sekritarma> i had a good talk with george danezis about it on friday.
00: 05 < sekritarma> ioerror: i dunno. does that include ne? we all say 'oh
nah, that's roger’

00: 05 < sysrgb> were you undercover?

00: 05 < ioerror> do you consider your internship at NSA as bei ng undercover?
00: 06 < sekritarma> ioerror: oh hey, speaking of |eaking, dave asked that if
sonmebody here | eaks, try not to nention his name

00:06 < ioerror>i'msorry but ironically, DaveCl did!

00:06 < ioerror> sekritarma: yes, you nean becuase we all go to prison?

00:06 < ioerror>if we leak his nanme, it is ten years

00: 06 < sekritarma> i wasn't undercover at nsa, no. i was there for three
months, it's on my cv, etc. but ioerror said 'overtly'.

00: 06 < sekritarma> ok 0% battery |eft

00: 06 < sekritarma> back shortly

00: 07 < ioerror> fyi:

https://en.w ki pedia.org/wiki/lntelligence_ldentities_Protection_Act

00: 07 < ioerror> and sekritarma going forward, i think it is clear overtly has
maj or probl ens

00: 07 < Phoul > ioerror: Thanks, was just about to ask about that :)

00: 07 < ioerror> As of January, 2013, there have been only two successfu
prosecutions involving the statute.[9] In 1985, Sharon Scranage, a secretary in
the C1A's office in Accra, Ghana, was sentenced to five years and served eight
nmont hs, for giving the names of other agents to her boyfriend in Ghana.[10] In
January, 2013 John C. Kiriakou, a forner ClA officer, who accepted a plea
bargain, is serving a prison sentence for disclosing the name of another C A
officer to a reporter.[11]

00: 07 < ioerror>

00: 07 < helix> contractually, what are our options?

00: 07 < ioerror> " says w ki pedi a



00: 07 -!- StrangeCharm [ ~StrangeCh@O00170a3. user.oftc.net] has joi ned #tor-
i nternal

00: 07 < helix> he has a contract; is there a legal way to end it?

00:08 < ioerror> sekritarma: what do you nmean, you're really bad at firing
peopl e?

00: 08 < Julius23> helix: sure

00: 08 < asn> 6 nobnths contract or so is what i've heard

00: 08 < ioerror> who would be fired?

00: 08 < ioerror> what ?

00: 08 < Julius23> helix: both parties throw the contract in pieces :)
00:08 < helix> 1 think he nmeans firing david

00: 08 < helix> Julius23: ok

00: 08 < helix> asn: saved o/

00: 08 < helix> Julius23: but what if one person doesn't want to end it
00:08 < ioerror> but we didn't fire david?

00:09 < ioerror>i don't understand?

00: 09 < sysrgb> i think he is | eaving

00:09 < helix> oh, I think we did now, but not at first when roger found out

00: 09 < Phoul > Isnt there sonething in the contracts that allows the issuing
organi zation to terminate if the person falsely "sold thensel ves"” (for |ack of
a better phrase).

00: 09 < Phoul > 1 feel like there was, but its been a while since | read it.
00: 09 < Julius23> helix: can only speak for german | aw, there should be

sonmet hing called "rescission” in Arerican |law too ..

00: 09 < helix> yeah, ok

00:09 < helix> glad to have a | awer on board :D

00: 10 < hel i x> another one, | nean
00:10 < helix> Julius23: not sure if | ever mentioned how happy | amthat you
j oi ned!

00:10 < helix> it was great having you at the dev ntg(s)

00:10 < Julius23> *bl ush*

00:11 < helix> asn: cool cool so let's figure out which are the actua
requirenents for this job, which teans they woul d be managi ng etc
00:11 < helix> 1 need to go hone

00:11 < helix> today has been hella stressfu

00:12 < helix> ttyl

00: 12 < ioerror> <3 helix

00:12 < Phoul > Have a (hopefully) |ess stressful evening helix

00:12 < infinity0> laters, it's over now at | east

00:12 < infinity0> well, part of it

00:13 < infinity0> i agree that the story is manageable in terns of w der PR

though i don't know the specifics of nrphs' situation

00:13 < asn> helix: you think this info will need to be on the open call, eh?
00:13 < asn> helix: the precise things he is expected to manage?

00:14 < infinity0> i can prom se not to nention this outside of the channel but
i suppose "hope it won't get out” isn't so re-assuring for others

00:14 < Phoul> 1 think we need to hear nore fromnrphs (if hes willing to
share) about his situation, so we dont accidentally do sonething that puts him
/ his famly in danger.

00: 15 < Phoul > Unl ess soneone al ready knows the specifics of his situation (

do not).

00:15 < ioerror> 1 think this chat channel needs to be | ogged and sent to #tor-
internal for everyone who didn't see it

00:16 < ioerror> if anyone objects, I'msorry
00:16 < helix> you nmean tor-internal @?
00:16 < ioerror>this is too much to keep to the irc channel, it belongs to

tor-internal @



00:16 < helix> 1 agree

00:16 * Phoul is fine with it, although he didnt say nuch.

00:16 < helix> may need to specify who the nicks are, but go for it

00:17 < sysrgb> heh, yes, 3 hours-worth of chat

00:17 * helix really goes now, hugs to alnost all <3

00:17 < Julius23> helix: *hug*

00:17 < sysrgb> helix: *hug*

00:17 * ioerror hugs al

00:17 < infinity0O> ioerror: that's cool, i agree it should be sent

00:18 * Phoul hugs helix and ioerror and everyone el se.

00:18 * sysrgb hugs ioerror too

00:19 < nmrphs> 1 didnt really read the backlog since i left, but let ne clarify
a bit..

00: 21 < nrphs> andrew gave an interview while ago, about receiving tips from
intelligence conmmunities aka skruffy on bugs => Iranian news agencies turned
that into "the footprint of intelligence services in Tor project”

00: 22 < nrphs> news goi ng out about a cia person in tor =>they will literally
try to hunt down all iranians invol ved
00:22 < ioerror>i understand that, | don't think others do understand that

00: 22 < ioerror> please go on nrphs

00: 23 < nrphs> this may include bunch of personal attacks on iranian nedia,
arresting or ... ny famly, or even ne, getting accidentally killed here

00: 23 < nrphs> al so al so al so

00: 23 < Julius23> nrphs: do you live in Iran?

00:24 < nmrphs> I"mbadly tied with iranian activists outside and inside iran, |
cant even tell you how many ppl rely on ne for what they do.

00:24 < nrphs> iranian intelligence service has been trying to find sonething
on themfor the past 5yrs and they coul dnt

00:24 < nmrphs> this is gold for them

00:24 < infinity0> would "tor rejected a cia person” be easier for that
situation?

00: 24 < nrphs> they have all the things they could ask for

00: 25 < nrphs> i cant even digest having tor and cia sitting together in a
sent ence

00: 25 < nrphs> (1've already sent helix a signed request, can soneone pl ease
take nmy nanme down the website?)

00:25 < nmrphs> i knowit's already late

00: 25 < nmrphs> but i cant really think of anything el se

00:26 < nrphs> imin a shock

00: 26 < Phoul > nrphs: Sebastian m ght be the best person to ask there, not sure
who el se nmerges website changes.

00: 26 < sysrqgb> :(

00:26 < nrphs> i've got hit fromthe people who literally saved ny life 5yrs

ago
00:26 < ioerror> we're not going to drop you nrphs

00:26 < ioerror> lets think this through for rea

00:26 < ioerror> can we get your famly out of iran?

00:27 < ioerror>is that an option, given the resources?

00: 27 < nmrphs> i dont know man, | dont even have a sustainable status here
00: 27 < nrphs> i dont even have a fucking valid passport anynore

00: 27 < nmrphs> i dotn want to add to this drama

00: 27 < nmrphs> so imquiting tor

00: 28 < nrphs> but imworried about nmy fanmlies

00: 28 < ioerror> i understand

00: 28 < sysrqgb> but will that really solve the probl enf

00:28 < ioerror> please do not quit tor

00:28 < ioerror> let us figure out the solution



00: 28 < sysrgb> we won't stop you if you think it is definitely the best option
00: 28 < Phoul > nrphs: | would personally be very sad to see you go, but | wont
pretend to understand your threat situation better than you... so please do
what you feel is required.

00:28 < ioerror> we need to reduce the total harmhere and your famly is
clearly in danger

00: 28 < sysrgb> ut we want you to stay

00: 28 < sysrgb> and will hel p you howeverwe can

00:28 < ioerror> and so, lets figure out how to help you

00:28 < ioerror>i don't give a shit about sonme bl og post about the cia, that
can wait

00:29 < ioerror>if we can help you and your famly, that matters and shoul d
not wait

00:29 < nmrphs> i dont think if i actually understand what's goi ng on anynore.
00: 30 < Phoul > M ght be worth taking a nmonent and readi ng backchat, before
maki ng bi g choi ces.

00:30 < nmrphs> imsorry but i think is hould go offline

00: 30 < sekritarma> nrphs: don't do anything rash. we should indeed think this
t hr ough.

00: 30 < sekritarma> (al so, i'm back, can continue to answer questi ons)

00: 30 < nrphs> sekritarma: it'd be very helpful if we could neet.

00:30 < nmrphs> I"mnot sure if it's worth your tine tho

00:31 < sekritarma> nrphs: what's going on is that we really needed a project
manager, we used our network to find one, they turned out to not be a good fit,
so we decided not to nove forward with that

00: 31 < sysrgb> 7

00: 31 < sysrqgb> (sorry, lag...)

00:31 < nrphs> 1 totally understand that

00:31 < sekritarma> nrphs: yes, i can neet. tonight is doable. also tonorrow
aft ernoon or evening.

00:32 < sekritarma> and yes, it is worth ny tine. all of us here are key
menbers of a very inportant novenment. one that is under attack from nmany
directions, and has lots of pressure.

00:32 < nrphs> and we also totally fucked up with not asking it publicly that
we need a project nanager

00:32 < sekritarma> no, we did ask publicly. we got tom then we concl uded we
weren't so good at getting one the "advertise on the website" way.

00:32 < ioerror> indeed, what sekritarma said is true nrphs

00:33 < ioerror> all of us here are key nenbers of a very inportant novenent.
00:33 < ioerror> that includes you nrphs

00: 33 < nrphs> : (

00:33 < sekritarma> we're about to fuck up again by maybe getting a press

person the sanme way. which is maybe a great nove, or maybe not so transparent
and thus bad.

00:33 < ioerror>we will not |eave you in danger

00:33 -!- sherief_ [~sherief @97.38.245.114] has joined #tor-interna

00: 34 < sysrgb> we don't burn our users, and we defeinitey don't burn each
ot her

00: 34 < nrphs> you should do what's good for tor, but it doesnt neccessarily
means it'd be also good for ne. (or even sina for fuck sake)

00:35 < ioerror> what is best for you is best for tor

00:35 < ioerror> that is our concern right now nrphs

00:35 < nrphs> this domno effect will be really bad for other novenents im
involve with

00:35 < nrphs> ioerror: i wish i had an answer man

00: 35 < sekritarma> nrphs: so, when is good for you to neet?

00: 35 < nrphs> sekritarma: anytime you pick



00:35 < ioerror>if you have people in iran that will be hurt this, we can try
to help

00: 36 < Phoul > nrphs: what woul d be an acceptable resolution that woul d
convince you to stay / not people people in danger? (Feel free to ignore this
if you'd rather just discuss with sekritarma in person)

00: 36 < nrphs> sekritarma: i can |eave ny devices at work and neet sonewhere
00:36 < ioerror>if they will be killed, which i think is not unreasonable a
fear for such a thing, i think it is inportant to do sonething to help them
00:36 < sekritarma> and, i'msorry we got to go through this this afternoon
but i think nme sending a short mail to tor-internal summarizing it would not
have been nuch better, and would al so not have resulted in lots of people

t hi nki ng and | earni ng about it.

00:36 < sekritarma> nrphs: i"'min ballston sq, orange |ine

00: 37 < nrphs> sekritarma: I'Il otr you in a mn

00:38 < ioerror> ok, i amlogging this channel now



